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Abstract—Wyner recently introduced the concept of a wiretap
channel and showed that by transmitting at a rate less than ca-
pacity on the main link it was possible to keep the wiretapper’s in-
formation about the entire message equal to zero. It is shown that
it is possible to send at capacity on the main link and still keep the
wiretapper’s information equal to zero on many, large, arbitrary
portions of the message.

I. INTRODUCTION

Wyner [1] introduced the wiretap channel shown in Fig. 1. The
message u is to be reliably conveyed to the legitimate receiver as
rapidly as possible, while keeping the wiretapper is ignorant of
u as possible. There is hope of doing this because the wiretapper’s
received data z is a noisy version of the legitimate receiver’s re-
ceived data y. It is seen that this network defines a degraded
broadcast channel [3], but the goal here is quite different from
the usual one. Usually, one seeks to maximize the flow of infor-
mation to both receivers, whereas here one seeks to minimize the
information gained by the wiretapper and to maximize the in-
formation gained by the legitimate receiver:

For simplicity, we consider only the special case of the wiretap

channel shown in Fig. 2. The vector u is a totally random binary

sequence of length k; the main channel is a noiseless binary
channel; the wiretap channel is a binary symmetric channel
(BSC) with bit error rate p. We thus have

y=x
z=x® e (1)

where x, an n bit vector, is the coded version of the message u,
and e is the error sequence on the wiretap channel. The rate of
the code is k/n. It is assumed that the wiretapper has full
knowledge of the code being used and that his confusion results
only from his uncertainty about e.

Letting H(U]| Z) denote the wiretapper’s equivocation, Wyner
defines an (R,d) pair to be achievable if, for all € > 0, there exists
an encoder-decoder with parameters n and & such that

kin 2 R — ¢,
(1/R)H(U|Z) 2 d — ¢,
and
P, <e

where P, denotes the decoded bit error rate at the legitimate
receiver.

Since the main channel considered here is noiseless, P, = 0 if
and only if the encoding mapping is invertible. Wyner used a
randomized, but invertible, encoding to confuse the wiretapper.
He established both a forward and a converse theorem which, for
the special case of Fig. 2, shows that a pair (R,d) is achievable if
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Fig. 1. Wiretap channel.
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Fig. 2. Simple wiretap channel.

Fig. 3. Region R of achievable (R ,d) points when h(p) = 0.5.

and only if
Rd < h(p)=—plogp — (1= p)log (1 - p)
0<RZ1 2)
0<d<1.

(All logarithms are to the base 2.) The set & of (R,d) pairs that
are achievable in the above sense is shown in Fig. 3 for h(p) = 0.5
which corresponds to p = 0.110027864 - - - . It is seen that as long
as R < 0.5, the equivocation d can be kept total through use of
appropriate coding. Wyner [1] found the region & for general
wiretap channels.

When used on the binary wiretap channel with h(p) = 0.5,
Wyner’s rate % code allows u to be of length & = n/2 and d to
equal 1. Another n/2 randomization bits r are used to confuse the
wiretapper, but are not used to convey information. In this cor-
respondence we show that these n/2 randomization bits can also
be used to convey information in a secret fashion (i.e., H(R|Z)
= n/2), although of course H(U,R| Z) must be strictly less than
n by Wyner’s converse theorem [1]. The wiretapper cannot be
kept totally ignorant of both messages jointly, but can be kept
totally ignorant of each individually. The penalty paid for this
increased rate is that if the wiretapper learns one message
through separate means, he can then also determine the other
message. Wyner has independently reached much the same
conclusion [4] and will discuss his result later in'a somewhat
different context.

Since in this correspondence we are concerned with rate 1
codes, we shall change notation slightly by amalgamating what
have been called u and r into a single information vector u of
length n. Our code is thus an invertible mapping from uto x. We
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may then divide u into two halves s; and s; (corresponding to u

and r in our previous notation), each of which can be totally

Erotected (i.e., H(S1|2) = H(S3|Z) n/2) on an individual
asis.

If h(p) < %, then we cannot totally protect s; or ss. If, however,
h(p) = %, we will show that u can be divided into thirds, s;, s,
and s3, each of length n/3, and each of which can be totally pro-
tected on an individual basis. The following theorem summarizes
the goal of this note. Its proof occupies the next section.

Theorem 1: Let s be an m-dimensional projection of u given
by

s = uP, (3)

where P is an arbitrary n by m matrix of rank m, and where uis
a totally random binary n-vector. With P fixed, consider the
ensemble of linear, rate 1 codes with encoding and decoding
functions

x=uA"1 4)
u= xA, (5)

where A is chosen randomly and uniformly from the set of n by
n invertible binary matrices. Over this ensemble of codes,

Pr{A:H(S|Z) 2z m(1 - A)} =1 —d(n), (6)

for any A > 0, provided that the wiretap channel is noisy enough
that

h(p) = m/n, (7

where 6(n) here and hereafter denotes any quantity which tends
to0asn — w,

Remarks

1) If we have several m-dimensional projection operators P;,
Pgy, < - Py with

s; = ubP;, 8
then by the union bound,

Pri{A:H(S:|Z) 2 m(1 - 4), fori=12,--- .M}

>1-Mbi(n) =1-8s(n). (9)

If mM = n, then we can take s; to be the first m bits of u, s> to be
the second m bits of u, etc. Theorem 1 therefore includes direct
partitioning as a special case. ’ ,

" 2) Note that H(8]Z) in (6) is tacitly conditioned on A. We
cannot deal with the ensemble entropy of S given Z, because
entropy is increased by mixing. Just showing that the ensemble
entropy is large would not guarantee the existence of a code
(equivalently, a matrix A) for which H(S|Z) was also large.

3) An intuitive interpretation can be gained by rewriting (7)
as

(10)

At least as many bits of noise entropy nh(p) are needed as there
are bits of information m to be covered by confusion.

nh(p) < m.

II. RANDOM CODING ARGUMENT

Our choice of the notation s was deliberate since we shall soon
identify s with a syndrome vector. Letting

H = AP, (11)
we find from (3) and (5) that
s = xAP = xH. (12)

The wiretapper receives z = x @ e, and hence knows that

s=(z® eH=zH & eH, 13)
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where e has the distribution appropriate to a BSC with bit error
rate p. Because all 2" values of x are equally likely, zand e are
independent. The distribution on s given z is therefore just a
translate of the distribution on eH. We therefore have

H(S|Z) = H(EH). (14)

The following argument, leading to (15), is somewhat nonri-
gorous. Lemmas 1, 2, and 3 below establish Theorem 1 in a more
precise mannet. Regarding H as the parity check matrix for an
(n,n — m) linear code, we can consider eH as the syndrome vec-
tor. If this linear code is a “good” error correcting code, then, for
R < C =1 - h(p) or equivalently for h(p) <1 - R = m/n, “al-
most all” e will yield different syndromes, and thus

H(EH) = H(E) = nh(p). (15)

Then, by invoking the data processing theorem [2, p. 80] for de-
graded channels (increasing p results in a degraded channel), we
can say that for h(p) = m/n, H(S| Z) = m, and that

1(8:2) = H(S) — H(S| Z)

=m ~ H(S|Z)
= Q. (16)
We now make these arguments more precise.
Lemma 1. Let
H = AP, 17)

where P is a fixed n by m binary matrix of rank m. If A is chosen
uniformly from the set of nonsingular, n by n binary matrices,
then the distribution induced on H is the uniform distribution
over all n by m binary matrices of rank m. ‘

Lemma 2: Choosing an n by m parity check matrix H of rank
m uniformly from all its possible values yields the same ensemble
of codes as choosing an n-m by n generator matrix G of rank n
— m uniformly from all its possible values.

Lemma 3: If an n — m by n generator matrix G of rankn —m
is chosen uniformly from all its possible values, and if H is an
associated parity check matrix, then, for any A > 0,

Pr{G: H(EH) = n(h(p) — 2A)} = 1 — 8(n), (18)

provided m/n is kept constant and h(p) <1 — R = m/n, where
p is the bit error rate of e.

Proof of Lemma 1: Lemma 1 is almost self-evident. However,
we include a proof both for completeness and to introduce a
counting argument which will be used in later proofs.
We first prove Lemma 1 for the special case

1 o0...
5 % d]

_lo o 1]a
P=1o0 0o o] =#* (19)

6 0 o
which corresponds to s being the first m components of u. In this
case, the columns of H are the first m columns of A in the same

order (see (17)).
Note that the number of nonsingular n by n matrices A is

@r—-1Eer-2)2"—4)..-(27 - 2771 (20)

because there are 27 — 1 choices for the first column of A (any
nonzero n-vector will do); there are 2" — 2 choices for the second
column of A once the first column is chosen (any n-vector not in
the one-dimensional subspace spanned by the first column of A
will do, and there are 2% vectors in a k-dimensional subspace);
there are 27 — 22 choices for the third column of A once the first
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two columns are chosen (any n-vector not in the two-dimensional
subspace spanned by the first two columns will do), etc.

‘Similarly, there are
(27 = 1)(2" = 2)(2" — 4) ... (2" — 2m7) (21)

possible values for H since its columns are m linearly independent

n-vectors. In the special case (19), the columns of H are the first .

m columns of A, thus there are an equal number

(211 —_ 2m)(2n — 2m+1) P (271 — 2n—1) (22)

of A mapping onto each H. This proves Lemma 1 for the special
case (19).

Now let P be an arbitrary n by m, rank m matrix. There exists
a (nonunique) nonsingular matrix B such that

P = BP* (23)

(The first m columns of B must be the same as the columns of P).
Then the ensemble of H is generated by -

H = AP = (AB)P*, (24)

as A goes through all nonsingular matrices. But as A goes through
this range so does AB. Therefore the ensemble of H is the same
as when P = P*, Q.E.D.

Proof of Lemma 2: For a given G matrix, the code generated
is the (n — m)-dimensional subspace spanned by the rows of G.
Since the rows of G are n-vectors, we can use a counting argument
similar to that used in the proof of Lemma 1 to show that each
(n,n — m) code (i.e., each (n — m)-dimensional subspace) is
generated by the same number

(2n—m —_ 1)(2n-—m —_ 2)(2n—m —_ 4) cee (2n—m — 2n—m—1) (25)

of different (. (The first row of G can be any nonzero vector in
the (n — m)-dimensional code space, etc.) Choosing G uniformly
from all (n — m) by n matrices of maximal rank is therefore
equivalent to choosing a code uniformly from all (n,n — m) linear
codes. :

Similarly, since the span of the columns of a parity check ma-
trix determines the code, there are the same number

@m ~ 1)(@2m — 2)(2m — 4) -+ (2m — 2m~1) (26)

of different H giving rise to each (n,n — m) code. Therefore
choosing H uniformly is also equivalent to choosing an (n,n — m)
code uniformly. Q.E.D.

Proof of Lemma 3: The proof of Lemma 3 is in two steps.
First, we show that if G is chosen uniformly from the set of n —
m by n matrices of maximal rank, then with probability 1 — 8(n),
the code generated by G is “good” when used on a BSC with bit
error rate p, provided R < C = 1 ~ h(p). That is, the block error
rate P(e) of this code when used for error correction on such a
channel is less than ¢, where € > 0 is arbitrary. (Note that P(e) is
different from P,. P, is the bit error rate at the legitimate receiver
and is 0 in our model since the main channel is noiseless. P(e) has
little physical significance since the code generated by G is not
being used to correct errors on either channel; rather, it is used
in a scrambling mode to confuse the wiretapper.)

If G were chosen uniformly from all n — m by n matrices of
arbitrary rank, we could invoke the coding theorem for parity
check codes [2, p. 206] to say that Pr{G: P(e) < ¢ =1 — 6(n). Now,
using the counting argument of Lemma 1, we can show that then
Pri{p(G)=n—m}=21—-2"m=1— §(n), where p(G) is the rank
of G. Therefore,

Pri{P(e) < ¢|p(G) = n — m}
2Pr{Ple) <¢, p(G)=n—-m}j=1-5(n) 27

which is the desired result.
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Now we will show that for a code with P(e) <,

H(EH) Z2log(1 —e—=38)+ n(h(p) — A)1 —e—6), (28)
where A > 0 is also arbitrary, and 6 — 0 as n — « for fixed A.
Then, by letting n — « (equivalently § — 0) and ¢ — 0, we obtain
(18) as desired.

To establish (28), we first define the set of A-typical e

T ={e: |(1/n) log Pr (e) + h(p)| < A}. (29)
By the asymptotic equipartition property, for any A > 0,
PrecT)=1-4d(n). (30)

Now define C to be the set of coset leaders (of minimum weight)
associated with the code. Since

Ple)=1-Pr(e&E(C)<e
PrecC)=Pr(C)>1—e

(31)
(32)

Therefore, the set of coset leaders which are also typical has

Pr(e € TN C)=Pr(TC) 21— ¢— i(n). (33)
We can now bound the quantity of interest to obtain (28)
H(EH) = H(EH| E € TC) Pr (TC)
= Pr(TC) 5 Pr ()/ Pr (TC) log [Pr (TC)/ Px (o)}
> log Pr (TC) + n(h(p) = &) 3~ Pr (¢)
> log (1 = ¢ = 8) + n(h(p) — A)(1 — ¢ — b). (34)

The proofs of these three lemmas also constitute a proof of
Theorem 1.

III. DiscussioN

In a discussion of [1] with its author, the question arose as to
whether it was necessary for the wiretapper’s equivocation per
bit d to be close to 1 (i.e., total ignorance), or whether a nonzero
value of d was sufficient in practice, provided that n was large
enough so that 279, the number of “typical” messages under the
Pr(u|2) distribution, was astronomical. Wyner pointed out that
by letting x = u (i.e., no encoding and operation at rate 1), d
would equal h(p) > 0. Yet, if p were 0.001, the wiretapper would
know u with only a 0.001 bit error rate by letting & = z. This
clearly is a bad situation even though d = £(0.001) = 0.01141 so
that a 10° bit message would give rise to 21141 = 3 X 10343 typical
values of u. There is too simple a description for this large set of
u (e.g., {probable u} = {u: the Hamming weight of u @ z is less
than 120}). This simple description even allows a point estimate
of u, namely z, with a small expected distortion. If, however, a
suitable prescrambling operation is done prior to transmission,
namely

(35)

we have shown above that no simple description of the set of
probable u exists, and that there is no point estimate of u which
yields distortion (in the Hamming metric) much less than %.
There is a question of how to choose A. If A is to be chosen at
random, the simplest technique might be to choose A uniformly
from all n by n matrices by generating each of its n2 entries in-
dependently and at random, and then to check if A is nonsingu-
lar. This can be done in at most n3 operations (or n2 if we count
the exclusive-or of two binary n-vectors as one operation) which
is not too much worse than the n? operations (or n if a vector
exclusive-or counts as one operation) required to compute x from

- x=uA"l



390

u. Since each such choice of A has probability

ﬁl (1—27) > [] (1-27) = 0.:2878809---  (36)
i= =1

of success, fewer than 3.5 attempts will be necessary on the av-
erage.

If A is to be chosen to ensure that a particular projection P (e.g.,
the first m components of u) is to be protected, then A should be
chosen so that H = AP is the parity check matrix of a code that
is known to be good. If it is desired to guarantee protection of a
set of projections P1,Ps, - - - ,Pyy, then A should be chosen so that
the matrices H; = AP; are all parity check matrices of good codes.
This can be done provided that mM < n and that the columns
of Hy,Hy -« - ,Hys are all independent.

However the need to choose a code carefully is not as pressing
here as it is in the case of an error correction. There, even though
a randomly chosen code has excellent performance for large n,
the need to compute the coset leader easily from the syndrome
dictates the need for a structured code. Here there is no such need
and the complexity of encoding and decoding are relatively in-
dependent of the choice of A.

The only real exception to the claim of irrelevancy of the choice
of code would be if A allowed the use of a rate 1 convolutional,
or similar, code which might be implemented more easily in
hardware. However, the causal nature of a convolutional code
prevents the early part of a message from being affected by later
errors. Therefore H(8|Z) cannot take on its maximal value if s
consists of the first m components of u. It appears, however, that
a suitable variation of convolutional coding exists {5]. First encode
u with a randomly chosen rate 1 convolutional code of constraint
length n; then invert the order of the resultant bits; and finally
reencode the inverted bits with another, independently chosen
rate 1 convolutional code of constraint length n. This removes
the causal nature of the code, allowing essentially perfect dou-
ble-sided error propagation [5]. It is the error-propagating, or
mixing, nature of the mapping u = xA which is responsible for
the success of that technique when A is chosen uniformly from
all invertible matrices; this allows errors which are sparsely dis-
tributed to concentrate their uncertainty in a small portion of the
decoded message.

The technique discussed in this note prov1des at least a partial
quantification of the concepts of diffusion and mixing transfor-
mations introduced by Shannon into cryptography [6, p. 708].
Shannon suggests using diffusion to dissipate the redundancy
of a message into long-range statistics, i.e., into statistical
structures involving long combinations of letters. Thus while 1000
characters of English text possess about 1500 bits of a priori
uncertainty and any consecutive 100 characters possess a priori
uncertainty only slightly greater than 150 bits, a good diffusion
coding would cause the entropy of any consecutive 100 coded
characters to be approximately 500 bits, assuming each letter is
mapped into 5 bits. Any successive 300 coded characters would
have entropy close to 1500 bits, which is the maximum possible.
Generalizing to include arbitrary projections, as in this paper,
is even better. ,

One last comment concerns our assumption that the n-vector
u is totally random and therefore has no redundancy. If this as-
sumption is violated, our encoding operation may actually allow
the wiretapper to lower H(U| Z) below what it would be if u were
transmitted directly. Indeed, if u is the output of a memoryless
source and H(U) <1 — h(p), then the joint source and channel
coding theorem [2, p. 534] implies that as n — = the wiretapper
can reduce H(U| Z) essentially to 0 by using the code as a joint
source and channel code. If H(U) > n[1 — h(p)], we conjecture
that as n — « any m-dimensional projection s of u can be totally
protected provided that
[n — H(U)].

m < nh{p) — 37)
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The term in brackets in (87) is the redundancy preserit in the
message u and acts much as an information flow to the wiretap-
per. In particular, it reduces the maximal size projection that can
be totally protected.
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Information Structure: Commdn and Private

G. HEXNER anD Y. C. HO, FELLOW, IEEE

Abstract—Two new definitions for the common and private in-
formation structures between two decisionmakers are introduced
and are shown to satisfy various reasonable properties. The new
definitions are framed in a decisionmaking context and do not re-
quire a probability assignment on the space of events.

I. INTRODUCTION

We start by defining the space of all relevant events (the states
of nature) as a measurable space (Q,5) where ¥ is a separable
o-field. The information structure of a decisionmaker A is then
defined as a subfield 4 C #.! Equ1valently, we can consider de-
cisionmaker A’s information as a mapping h from (Q,%) to
(Za,Z4) with z4 = h(w). A is then the field induced on F by h.
Roughly speaking, the information structure A specifies the ex-
tent to which the decisionmaker can determine the occurrence
or nonoccurrence of the various states of nature through his ob-
servation 2 4.

Ina decision problem mvolvmg more than one decisionmaker,
each with different information structure, the problem of cost-
benefit analysis for the establishment of any communication
among the decisionmakers naturally arises. Often, one would like
to minimize the amount of information that has to be transmitted
between decisionmakers. Consequently, one would like to be able
to characterize “what we both know” (the common information
structure) and “what I kihow that you don’t know” (the private
information structure). This is to be contrasted with Wyner’s
definition [1] of “common and private information” which are

Manuscript received October 2, 1975; revised August 8, 1976. This work was
supported in part by the U.S. Office of Naval Research by the Joint Electronics
Program under Contract N00014-75-C-0648 and in part by the National Science
Foundation under Grant GK-31511.

" The authors are with Harvard University, Cambridge, MA 02138.

! This is not the most general possible definition, but it is sufficient for our pur-

poses.



